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Ionosxenne 06 HHGopManHOHHOH 0€30MACHOCTH

1. O0mue NOJOKEHHSA

1.1. Hacrosimee ITosroxenue 06 nH(popMaroHHOH G€30IacHOCTH (nanee -
[Tonoxenue) YOV TIO «Illkoma — cTyaus IapUKMaxepeKoro HckyceTsa Bukropa
[Tapanosa» pa3paboTaHO B COOTBETCTBUH:
- C1. 16 ®enepansroro 3akona ot 27.07.2006 Ne 149-03 «O6
uHdGopmMann, HHOOPMAIMOHHBIX TEXHOIOTHAX 110 3aLUTe
UHpOpMaLUU».
- C1. 9 3akona No 149-03, . 5 - undopmanus, noaydyeHHas rpaxaaHaMu
(hu3MUECKMMHE JTMIIAMU) TIPH MCIIOIHEHHI UMK IPO(ECCHOHANBHBIX 0053aHHOCTEH
MOJIJTEXHT 3aLATE B CIIYYasX, MPeAYCMOTPEHHBIX 3aKOHOM (ToCyIapcTBEHHAs TaiHa).
- I'n. 14 Tpynosoro xoxekca P® (nanee - TK P®) - 3amura nepCcoHalbHbIX JaHHBIX
paboTHUKA.
- MenepatbHEIM 3aK0HOM 0T 29.12.2010 Ne 436-D3 (pexn. ot 28.07.2012) "O 3ammure
geteit 0T MH(OPMAIHH, IPUIUHAIONICH BPET HX 3T0POBBIO M Pa3BUTHIO".
- @enepanbHbIM 3aK0HOM 0T 27.07.2006 Ne 152-03 PP «O nepcoHanbHbIX JaHHBIXY,
o6ecneueHHe 3aluTH IpaB ¥ cBoOO YeI0BEKa U IPaskIaHIHA IIpH 00paboTKe ero
NEePCOHATBHBIX JaHHBIX. '
B IlIkose pa3BepHyTa JOKaIbHO- BBIYUCIUTEBHAA CETh C BEIXOIOM B
MHTEpHET, [oylexalias HHPOpMALMOHHOMK 3aluTe.
[Tox 6e30macHOCTHIO JIOKAIBHO-BBIYUCIIUTENbHAS ceTH 11IkoiBI ToHMMaeTcst
e 3aIUIIEHHOCTE OT CIIy4aifHOTO WK NIPEeJHAMEPEHHOTO BMEIATENbCTBA B
HOPMAaJIBHELH TIponecc GyHKIIMOHUPOBAHUS, & TAKKe OT IOIBITOK XUIIEHM,
MOAUGUKAIIMH HIH PAa3pYIICHHs ee KOMIIOHEHTOB. be30macHoCTh CHCTEMEI
JocturaeTcs obecrieueHIeM KOHQUIEHIIHATFHOCTH, 06pabaThiBaeMoii €10
HHGMOPMAIIMH, & TAKIKe [EJOCTHOCTH U JIOCTYTTHOCTH KOMIIOHEHTOB H PECYPCOB
CHCTEMBI.
be3omacHOCTh crcTEMBI 00€CIEYUBACTCS KOMILIEKCOM TEXHOJIOTMYECKUX U
aJIMIHHCTPATHBHBIX M€, IPUMEHACMBIX B OTHOLIEHHH allllapaTHbIX CPEICTB,
TIPOrPaMM, JIaHHBIX U CITY’K0 ¢ LeNb0 00eceyeHus JOCTYTHOCTH, IENOCTHOCTH H
KOH(UIEHINAIEHOCTH, CBA3aHHBIX C KOMIILIOTEPAMH PECYPCOB; CIOIa XK€ OTHOCATCA
¥ TIPOLIC/LYPHI IPOBEPKHM BEITIONHEHHUS CHCTEMOM ONpeeNICHHBIX (QYHKIHH B CTPOTOM
COOTBETCTBUM C UX 3annaHHpOBaHHLIM;.IopMKOM paboTHL.
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— KOMITBIOTEPHYIO 0€30MacHOCTb;

— 0€30I1aCHOCTh AaHHBIX;

— Oe3onacHoe MporpaMMHOE 06eCIIEUeHHUE;
— 0€30MacHOCTh KOMMYHUKAIHIA.

KomnpioTepnas 6e3onacHocTs 06ecrieunBaeTest KOMILIEKCOM TEXHOIOTHUYECKHIX

0 aJIMHHUCTPATUBHEIX MeP, NPUMEHSAEMBIX B OTHOLICHHH aIlllapaTHBIX CPE/ICTB
KOMIIbIOTEPA C LIEIBI0 00€CICUeHHs JOCTYTHOCTH, LIEJOCTHOCTH M
KOH(M/ICHIINAIBHOCTH, CBS3aHHBIX C HUM PECYPCOB.

be30nacHOCTh MaHHBIX TOCTUIACTCA 3alUTON JaHHBIX OT HEABTOPU30BAHHBIX,
CIIy4alHBIX, YMBIIUICHHBIX WA BOSHMKIIMX 110 XaJ1aTHOCTH MOIA(MDUKALIMIA,
paspyLIeHUN WX pasT/ialleHusl,

besonacnoe nporpammuoe obecrieuenne npeacrasiser coboll obele esse u
MPUKJIAHBIC IPOrPaMMBI M CPEACTBA, OCYIIECTBIAIOIHE Ge30nacHy0 00paboTKy
JaHHbIX B CHCTEME 1 0€3011aCHO UCIONB3YIOLINE PECYPCHI CUCTEMBI.

Besonacnocts koMmyHuKaIMii 06ecreunBaeTes OCPEACTBOM Ay TEHTHHUKALIHA
TEJICKOMMYHHUKALUH 38 CYCT [IPUHATUA Mep 0 MPEIOTBPALICHUIO [IPEI0CTaBIEHHS
HEaBTOPU30BAHHBIM JIMLIAM KPUTHYHON HH(POpMALMK, KOTOpast MOJKET OBITH BBIJaHa
CUCTEMOM B OTBET Ha TEJIEKOMMYHHUKALIMOHHBIN 3a11poc.

K o0bexram nndopmanmonnoit 6ezonacHocty I1IK0IBI OTHOCAT:

— UH(QOPMALHOHHBIE PECYPCHI, COACPIKAIINE KOHDHIECHIHAIBHYO

MH(OPMALHIO, TIPEJICTABICHHYIO B BHAE A0OKYMEHTHPOBAHHBIX HHYOPMALHOHHEIX
MAacCHUBOB U 0a3 JaHHEBIX;

— CPEJICTBA U CUCTEMbI MH(POpMATU3ALIUN

—— CPeJICTBa BEIYUCIUTEILHOM OPraHU3allHOHHON TeXHUKH, JTOKAJILHOM CETH,
OOLIECHCTEMHOE U MPUK/IAIHOE IPOrPaMMHOE 00eCIieYeHrne, aBTOMATU3MPOBAHHEIE
CUCTeMBI YTIpaBJIeHUs paOOUUMH MECTaMHU, CHCTEMBI CBA3U U MEPEAaYH JaHHbIX,
TEXHUYCCKHE CpeAcTBa cOopa, perucTpalny, rnepeiayn, 00paboTKu 1 0TOGpaXKEHHUSI
MH(POpMALIHH, |

1.2. Hacrosmee [lonoxenue onpenenser 3agayun, GyHKIKUU, 00s13aHHOCTH,
OTBETCTBEHHOCTb U IIPAaBa OTBETCTBEHHBIX 33 UHYOPMALIMOHHYIO 6€30NacHOCTE
Ko,

1.3. OrBeTCcTBEHHbIE 3a MHOOPMALIMOHHYIO 0€30MaCHOCTE HA3HAYAOTCS

npukasom gupexropa LlIkosbr.

1.4. OTBeTCTBEHHBIE 3a MHDOPMALIMOHHYIO 6€30MaCHOCTD MO MUUHSIOTCS
Jqupexropy LKomsr.

[.5. OTBeTcTBEHHBIE 32 MH(POPMALIOHHYIO G€30MaCHOCTH B CBOEH paboTe
PYKOBOJICTBYIOTCS HacTosiuM [lonosxenuem.

1.6. OrBeTcTBEHHBIE 3a HHYOPMALMOHHYIO 0€30IT1aCHOCTh B Mpe/Ieiax CBOUX
(byHKLMOHAIBHEIX 00s3aHHOCTEH o0ecneunBaroT 6e30MacHOCTh HHGOPMAIINH,
o0pabaTbiBaeMoil, nepeaaBaeMoit U XpaHUMOM PH MOMOIIK HH(GOPMALIMOHHBIX
cpeacts HIKOJIBL. 4

2. OcHoBHbIe 321241 U (PYHKIHH OTBETCTBEHHBIX 32 HH()OPMALHOHHY IO
0e3onacHoOCTh

2.1. OCHOBHBIMY 3aa4aMH OTBETCTBEHHBIX 3a MH(POPMALHOHHYO GE3011aCHOCTD
SIBJISIOTCS

2.1.1. Opranuzauus 3KCITyaTallkd TEXHUYECKUX U MPOTPAMMHBIX CPEJICTB 3allUThI
UHPOpMALIIH.

2.1.2. Texyuuii KOHTPOJIL paGOTHI CPEJCTR U CHCTEM 3aIUTE HHOOPMALIUH.
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2.1.3. Opranusauus ¥ KOHTPOJIb PE3ePBHOI0 KONMPOBaHUs HHYOPMALMHU Ha cepBepe
JIBC.
2.2 OTBeTCTBEHHEIE 32 HH(YOPMALMOHHYIO G€30IaCHOCTH BBIMOJIHAIOT CIIEAYIOIIHE
OCHOBHBIC (DYHKUUHU:
2.2.1. PazpaboTrka MHCTpYKLUi 110 MHOOPMALIMOHHOM 0€30MacHOCTH: MHCTPYKLMU
[0 OpraHM3alMK AaHTHBHPYCHON 3aLINTEl, HHCTPYKLMH 10 Ge30ImacHol paboTe B
Wutepuere.
2.2.2. Obyuenue nepconana u nonssopareseit [1K npasumam Ge3omacHoii o6paboriu
MH(pOPMALMU 1 TpaBuIaM paboThl CO CPeICTBAMMU 3aLIUTHl MHGOPMALIHH.
2.2.3. OpraHusaius aHTUBIPYCHOTO KOHTPOJISl HocUTeIei nHpopmaimy 1 haiinos
3JICKTPOHHOMN MOYTHI, noctynaromux B Hlkomny.
2.2.4. Texymui KOHTPOb PabOTOCHOCOOHOCTH U 9 PEKTUBHOCTH
(GyHKUMOHMPOBAHMS SKCILTYaTUPYEMBIX IPOrPAMMHBIX U TEXHHYECKHMX CPEICTB
3aLIUTEI HHpOpMaLUK.
2.2.5. KoHTposb nenocTHocT! dKcrutyarnpyemoro Ha ITK mporpamMmHoro
obecrieueHns C 11ebE0 BBISIBICHUS HECAHKIIMOHUPOBAHHEIX U3MEHEHUIT B HEM.
2.2.6. KoHTpoab 3a CaHKIMOHUPOBAHHBIM H3MEHEHUEM TIPOTPAMMHOIO
0660116L1<:HMH 3ameHoil u pemonTom [1K.

2.7. Konrposnp nosnb3oBanusa MHTEpHETOM. %
3 IIpaBa oTBeTCTBEHHBIX JINL 32 HHPOPMALIMOHHY IO 6€30MaCHOCTh
3.1. TpeboBaTh OT COTPY/IHMKOB U 10JIb30BATENICH KOMITBIOTEPHOM TEXHUKI
0e3yC/10BHOTO COOJIIO/IEHNS yCTAHOBIECHHON TEXHOIOIMHU U BBITIOJHEHHUS WHCTPYKLIMiA
110 o0ecriedeHn o OE30MacHOCTH U 3aILUTH UH(POPMAaLIUK, COAEPIKaIIEH CBEACHHUS
OrpaHM4YEeHHOr0 PacIpOCTPAHEHUSI U JIEKTPOHHBIX IIATE)KEH.
3.2. '0TOBUTH NPEJIIOKEHNS 110 COBEPLICHCTBOBAHMIO MCIIOIB3YEMBIX CHCTEM
3allUThl MHQOPMALIMYU U OT/ETBHBIX HX KOMIIOHEHTOB.
4. O0513aHHOCTH OTBETCTBEHHBIX JIHL 32 HHPOPMALHOHHYIO 6€30MACHOCTD
4.1. OGecneuenne GyHKIUMOHUPOBAHMUS U T10/IEPIKAHUS pAGOTOCIIOCOOHOCTH CPEICTB
¥ CUCTEM 3allUThl MH(GOPMAIUHK, B [Ipe/iesaX, BO3JIOKEHHBIX Ha HUX 00S3aHHOCTEH.
4.2. Hemennennoe unpopmuposanue aupexropa [IIKobl 0 BBISIBIEHHBIX
HapyEHUAX 1 HECAHKLIMOHMPOBAHHBIX JEHCTBUSX MONIB30BATENIEH, B TOM UHCIIE O
ClIyuasX HECAaHKLIMOHHPOBaHHOrO focryna B MuTepHeT, a Takke NpuHATHE
HEOOXOIMMBIX Mep [0 YCTPAHEHUIO HapyIICHUH.
4.3. [Ipunsarue mep comectHo ¢ oraenom MT no BoccranoBeHmio
paboTOCIIOCOOHOCTH CPEACTB U CUCTEM 3aIIUTHI HHOOPMAIIHH.
4.4. IlpoBeeHre MHCTPYKTa)kel COTpYIHHKOB U noss3oBareseit [TIK mo mpasuiam
padoThl HCIIOIB3YEMbBIMM CPEICTBAMU U CHCTEMaMH 3alIUThl HHGOpMALINH,
4.5. Co3anue 1 ylajJeHue YYETHBIX 3alUCel MoJib30BaTeeH.
4.6. AxmunaucTpruposanue padortsl cepsepa JIBC, pasmernenune u !
Kiaccuduuuposanue uHGopmauuy Ha cepsepe JIBC.
4.7. YcTaHoBIEHHE 110 COIIacOBaHMIO ¢ aupekTopoM LIIkombl kpuTepueB g0cTyIa
noJis3oBareiieil Ha cepsep JIBC.
4.8. dopmHUpoOBaHKE U NPEICTABICHUE TAPOJICH ISl HOBBIX MOJIB30BATENEMH,
aJIMUHHUCTPUPOBAHUE IIpaB MOJb30BATENEH.
4.9. OrcnexuBanue paboThl AHTUBUPYCHBIX MPOrpaMM, MPOBEJEHUE TOJIHOMU
MPOBEPKH KOMIIBIOTEPOB Ha HATMYKHE BUPYCOB OCYIICCTBISETCS COTNIACHO
perjiaMeHTy.
4.10. PeryssipHoe BBIIIOJIHEHHE Pe3epBHOIO KOMMMPOBaHMS JaHHBIX Ha CEpBepe, TpH
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HEOOXOAMMOCTH BOCCTAHOBIICHHE TOTEPAHHBIX WIH MOBPEXKICHHBIX JaHHBIX.

4.11. Exxemecsunas noaava aupextopy IIIKOIBI CTaTHCTHYECKOM UH(OpMALIUHU 110
noJib30Banuio Mutepuerom.

S. OTBeTCTBEHHOCTb OTBETCTBEHHBIX JIML 32 HH(OPMALHOHHYIO 0€30MACHOCTh
5.1. Ha oTBeTCTBEHHBIX 3a MH(YOPMALMOHHYIO GE30MACHOCTH BO3JIAraeTcs
NepCOHATBHAA OTBETCTBEHHOCTD 38 KaYECTBO MPOBOIUMBIX MU paboT 1o
00€CIECUCHMIO AT HHPOPMALIIU B COOTBETCTBUHU C (ByHKIMOHATLHEIMH
0053aHHOCTAMH, OTIpeIe/ICHHBIMU HacToANM [lonoxkeHueM.

6. baspl gJanHbIX

6.1. ba3spl aHHBIX MoAneXkalMe 3aure BHOcsATC B «Peectp 6a3 JaHHBIX
MO/VICKAMX HHPOPMALMOHHOM 3a1UTey.

0.2. Jlis ka0 0a3bl JaHHBIX BKJIIOYEHHON B «Peectp 6a3 gaHHBIX MOIEKALINX
HH(OPMALMOHHOMN 3alMTe» PUKa30M AupekTopa [ITKOMBI 10 MpeACTaBIeHNIO
Komucenn mo undopmanmontoii 6esonacHocty HasHavyaercss OTBETCTBEHHBIH 3a
BejeH1e 0a3bl JaHHBIX.

6.3. Bee nponemypsl 10 HCIIOIB30BAHMIO U 0OCTYKMBAHUIO Ga3bl JAHHBIX
OCYLIECTBJIACT OTBCTCTBCHHBIN 3a BeAeHUE 0a3bl JaHHBIX. B ToM yuncie:

— PE3ePBHOE KOMMMPOBAHUE;

— MepPHOJANYECKUN KOHTPOJIb UCIIPABHOCTH PE3EPBHBIX KOIHIA;

— TMOJIKJIFOYEHUE W OTK/IIOUEHHE I10JIb30BaTe el;

—— BHECCHME U3MCHCHUH B CTPYKTYpy 0askl, a Taroke usmeHeHunit B «Peectp 6a3
JAaHHBIX NomIeKalnx MupopmanoHHON 3ammTe», pu He0OX0JMMOCTH
(M3MEHEHHE CTeNeH! KOH(UICHIUATBHOCTH, MECTA PACTIONOIKEHUS 1 T.11.);

— npouue BUABI paboT, CBs3aHHBIX C AaHHOI 6a30ii. ;

0.4. Bee nsmenenus «Peectpa 6a3 1aHHBIX OIekKalmX HHGOPMALMOHHOMN 3aLUTE»
ocyuiecTnigercs 1o peumeHnio Komucenu no nabopmMannoHHoN Ge30macHoCTH,
cocTosLeH u3 aupexropa [IIKoIEl, OTBETCTBEHHOTO 38 HHPOPMAIIMOHHYIO
0€3011aCHOCTD, OTBETCTBEHHOTO 32 BeE€HHE 6a3bl JAHHBIX.

6.6. B ciyuae eciiu 6a3a JaHHBIX TpeOyeT NapobLHOM 3alUThL, TO

OTBCTCTBEHHDIN 32 0a3y JaHHBIX PyKOBOACTBYETCs TpeOoBaHUAMMU paszena «Cucrema
ayreHTUUKaLum» HacTosiero [Tomoxenus.
7. Cucrema ayTeHTHPUKAUKUH

7.1. Ha ximenrckux 1K ucnonesyercs WINDOWS XP, WINDOWS 10.

7.2, Jlas1 Henonb30Banus JI0KaNIbHON BEIUUCITUTENEHON CETU B yueGHOM IpoLecce
HCIIOIB3YIOTCA [PYIIIOBas UACHTHGUKALMSA: [10Jb30BaTENb - 00yYaroIuiics,
M0JIb30BATENIb NIPEIOLaBaTe /b, aIMUHUCTPATOP C PasrpaHHUEHUEM TIPaB A0CTYIIA K
nankam (ainoBoro cepsepa.

7.3. Jlnst Beex monp3oBarelieii 6a3 JaHHBIX YCTAHABIMBAIOTCS YHUKATBHBIE MAPOITH.
7.4. llepuogn4aHOCTD IUIAHOBOM CMEHBI naposneit | pa3 B Hauase y4eGHOro roja.
7.5. YcTaHOBUTH GJIOKMPOBKY YUETHOM 3aIIHCH MOJIB30BATENIEH TP HENPABIIEHOM
nHabope napous.

7.6. YcTaHOBUTH GJI0KMPOBKY 3KpaHa U KIIaBHATYPhI [P OTCYTCTBUU AKTHBHOCTH
N0JIL30BaTeIA Ha padouem Mecte 6onee 30 MUH., ¢ TOCIACAYIOIIUM BBOJIOM Mapois
st pasoaokupoBanus K.

7.7. O0s3aTh 0IB30BATENICH OCYLIECTBIATH BEIXO/ U3 0a3bl AaHHBIX, €C/IN
IVIAHUPYETCS OTCYTCTBUE Ha pabodem Mecrte Hosee 1,5 yacos.

7.8. O0s13ath monp30BaTeneil He pa3rianarh CeTeBbIe PEKBU3UTH (MMEHA M IapOsIn)
JULSL 10CTY A K HHPOPMALMOHHBIM pecypeaM, a TAKKe XPAHUTh UX B HEAOCTYITHOM
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MECTC.

7.9. O6¢nyKuBaHHE CHCTEMBI aYTCHTH(GHKALMK OCYILECTBIIOT OTBETCTBEHHBIE 34
0a3bl JaHHEIX.

8. 3amuTa N0 BHEIIHUM HH(PPOBLIM JIHHHSM CBSI3H

8.1. B 1essx yMEHbLICHHs! PUCKA MOBPEKICHNUS IPOIPAMMHOTO 0G€CTIEUeHUs 1 yTepH
MHQOpMALIUH, JOCTYI U3 BHYTpEHHEH cetn Bo BHeuHiow ceTh (MHTepHeT,
QJICKTPpOHHAas l'lO‘JTEl) OCYLICCTBIIACTCA YEPE3 KOMHBPO_Tepr C YCTaHOBJICHHBIMH
OpaH/May3poM 1 aHTHBHPYCOM.

8.2. 3anpelieHo HeCaHKIIMOHMPOBAHHOE UCIIOIB30BAHUE MOJIEMOB WJIM MHEIX CPEJICTB
aocryna ¢ HK, moaKIoueHHbIX K BHYTPEHHEH CETH, BO BHELIHHE CETH.

8.3. loawmouenne paGoumx CTaHIKM K BHEIIHUM JHHUAM CBSA3U MPOM3BOLATCS B
JIOKaJIbHON BRIYMCIIMTE/ILHOM ceTH 110 mpoTtokoiaM Enternet.

9. llpoueaypa yBo/ibHeHHsI COTPYAHHKOB, HMEIOLIMX A0CTYN K CETH

9.1. B ciydae KaJpoBbIX NEPECTAHOBOK 1 M3MEHEHHII BCe OTBETCTBEHHBIE 32 (a3hl
AAHHBIX [IEPEHA3HAYAOTCS IPUKA30M JHUPEKTOPa, HOBBIM COTPY AHMKAM
PE0CTaB/IAIOTCA JIOTHHBI U IAPOJIH 7S IOCTyna K 6a3aM JaHHBX.

10. AHTHBHpYCHas 3a1uTa

10.1. IlpaBunia nosb30BaHMs BHEIIHMMHE CeTeBBIMU pecypcamu (MIHTepHeT,
JICKTPOHHAS 110YTA ¥ T.J1.). OCHOBHBEIM CIIOCOOOM HPOHUKHOBEHHUS KOMITBIOTEPHBIX
BHPYCOB Ha KOMIIBIOTEP I10/1b30BATE/Is B HACTOsAIIEE BpeMsl siBsfeTcs MIHTepHeT u
3JICKTpOHHas 1oyta. B ¢Bsa3u ¢ 9TUM He fomyckaercsi pabora 6€3 opranuzanuu
AHTUBUPYCHOM 3alUNTBI. AHTHBMPYCHAs 3alllUTa OPraHU3YETCs Ha YPOBHE paboumx
CTaHIN U CEpBEpa MOCPEACTBOM JIMLIEH3MOHHOIO aHTUBHPYCHOIQ IIPOrPAMMHOI0
o0ecrieueHus.

10.2. O6HoBIIeHKE Ga3bl KCIIOIB3YEMOTO AHTHBHPYCHOTO IIPOrPAMMHOTO
obecricueHust OCYLIECTBIAETCS aBTOMAaTHYECKH HE perke | pasa B JICHb.

10.3. 3a cBoeBpeMeHHOE OOHOBJICHUE AHTUBUPYCHOI'O IIPOrPAMMHOI0 00ECIIeUeHHs
OTBEUACT OTBETCTBEHHbIN 32 HHPOPMAIIMOHHYIO OE30M1aCHOCTb.



INPUJIIOKEHUE 1.

ITAMSITKA JUISI POJIUTEJIEH "BE3OIIACHBIN UHTEPHET?

YBaxaemsble poqurtenu! Ecnu Bamu getu nonesyiorcs MuTepreToM, BE, Ge3
COMHEHHs, OECIIOKOUTECH O TOM, KaK yOepeub UX OT HEPHATHOCTEI, KOTOPBIE MOTYT
[OACTEPETaTh B MyTEUIECTBUH 110 STOMY OKeaHy HH(pOpMaIud. 3HaUUTETHHOE
pacrpocTpaHeHne MaTepHaioB, MPEAHA3HAYEHHBIX TOJIBKO UIsl B3POC/IBIX UIN
HEMNPUEMIEMBIX 11 ACTCH 110 KaKOU-TUOO0 APYroii NpudyuHe, MOYKET JIETKO PUBECTH
K HeNPUATHBIM MOCIeACTBUAM. Kpome Toro, B CeTn Hepeako BCTpeYaroTes JII0Au,
KOTOPBIC TBITAIOTCS C IIOMOIIBIO VIHTEpHETa BCTYNATh B KOHTAKT C A€THMH, TIPEC/IELY
OmacHbple 11 peOeHKa WIH POTHBOIPABHEIE LIE/TH.

Mepb! IpeaoCTOPOKHOCTH

[loGecenyiite ¢ neremu. I[leppoe, 4To HEOGXOAMMO OOBACHUTE: HAXOMKICHNE B
Mureprere Bo MHOTOM HAIlOMUHACT NpeGbIBAHIE B OOLIECTBEHHOM MECTE.
3HaunTeIbHAas YacTh OMACHOCTEH, MOACTEPEraloIX MOTb30BATEIS, OYEHD CXOMKH C
PHUCKOM, BOSHUKAIOLUMM IPpK OOLIEHUH € UY/KUMH JIFOAbMU. JIETH JOIKHBI YETKO
MIOHMMATE! €CJIM OHM JIMYHO HE 3HAIOT YeJI0BeKa, ¢ KOTOPhIM 001aroTes B Cetu, 510
PaBHOCH/IBHO OOIICHHIO ¢ HE3HAKOMLIEM B PEANIbHOM JKH3HH, YTO 3aMpPELIEHO.
OcHOBHBIE TpaBWJIa /ISl pOIUTENEH

1. Byabre B Kypce Toro, uem 3aHMMarOTCs Baum aeth B Uareprere. I[Tonpocute

MX HaY4YMTh BAC MOJIL30BATHCS PA3IMUHBIMU IPUIOKEHUSIMHU, KOTOPBIMU BBl HE
[10J1b30BAJTUCH

2. Ilomorure cBOUM JIETSIM MOHSITh, YTO OHU HE JOJDKHBI pasmentats B Ceru
HH(popManuio o cebe: Homep MOOHABLHOrO TeaedoHa, JOMAIIHUN afapec, a TAKKE
NoKaspiBath (pororpapuu (cBou U ceMby). Benp 1100601 4enoBeK MOKET 3TO YBUIETH
1 HCIT0JIb30BATh B CBOMX UHTEpecax.

3. Ecan Bam peGeHOK MoityyaeT craM (HexKeIaTelbHY 0 3IeKTPOHHYIO MOUTY),
HAIIOMHUTE €My, 4TOObI OH He BepWJI HAlIMCAHHOMY B TAKHMX IIMCHMaX U HU B KOEM
Cllyyae He OTBEYaJl Ha HUX.

4. O0ObACHHUTE AETAM, YTO HEJIL3s OTKPHIBATH (haiiibl, ancnaHHmé HE3HAKOMBIMH
JIFO/IbMH. DTH (aijibl MOTYT COEPIKATh BUPYCHI WK (HOTO-, BUACOMATEPHAIIBI
HETIPUCTOMHOIO WIKM arpeCCUBHOIO CONIEPIKAHUSI.

5. O0bsACHUTE, 9TO HEKOTOPBIE JIF0H B IHTepHETE MOTYT TOBOPUTEL HENMPABIY
OBITh He TEMH, 3a KOro ce0s BBIIAIOT. JeTH HUKOraa He JOJDKHEI CaMOCTOSTENBHO, 0e3
B3POCJIBIX BCTPEUATHCS ¢ CETEBBIMU APY3bSIMH, KOTOPBIX HE 3HAIOT B PeaJIbHOM JKU3HH.
6. IlocTostHHO o01aiTeCh CO CBOMMHU JETHMH, pacCKa3bIBaliTe, COBETYITE, KaKk
NPaBU/JIbHO MOCTYNATh U pearupoBaTh Ha JelcTBUs Apyrux aioaei B MaTepHere.
Hayunre cBOMX HeTel npaBUIBHO pearupoBarh, €Ciik uxX KTo-Tto obumen B CeTu uim
OHH [OJIyYH/IH / HATOJIKHYJINCh Ha arpeCCHUBHBIN KOHTEHT. Pacckakute, Kyaa B
1107100HOM CJIydae OHU MOI'YT 00paTUTHCS.

7. Y0eaurecs, 4TO Ha KOMIILIOTEPE, KOTOPBIM MOJIB3YIOTCS BalllM JIETH,

YCTaHOBJIEHBI U IIPABUIIBHO HACTPOEHBI CPEACTBA (PUIIbTPALIMH,

[ToMuuTe! DTH MPOCTBIE MEPBI, @ TAKKE TOBEPUTEIbHBIE Geceibl ¢ JETEMH O
npasusiax paborel B MHTEpHETE MO3BOJIAT BaM 4yBCTBOBATh CE0sI CITIOKOWHO, OTITYCKasl
peOcHKa B O3HABaTeIbHOE [IyTeleCTBUE 110 BeceMupHoii cetu.



IHPUJIOKEHUE 2.

PexoMenaamun AJ1st CrienuaMucToB y4eGHOr0 3aBeeHHus.

I. Eciiu panblue B3pociible cTapaanch npeaocTepeyb AeTeil OT onacHocTeil, KOTOpPBIE
[TOACTEPEraoT UX Ha YJIMIIE, TO CeroAHs BO3HUKIA poldieMa 6e30macHocTy pebenka
B kubepnpocTpancTse. [l Toro 4rodsl 06eCeunTh 3Ty 6€30MaCHOCTh HEOGXOIIMO
B ICPBYIO 0YEPEb CAMUM XOPOIIO 3HATH 3Ty 30HY. B pamMKax JaHHOr0 UCC/Ie10BAHUS
CaMMMHU TelaroraMu He pas [oJHUMaIack podaeMa Toro, 4To UX YpOBEHb 3HAHUI
HH()OPMALIMOHHOI'O MPOCTPAHCTBA 3HAYMTENBHO OTCTAET OT 3HAHMIA JIeTeil. [Toaromy
B IIEPBYIO OYEpeIb HEOOXOIMMO MOBBINIATE YPOBEHb HHPOPMALIMOHHON 'PAMOTHOCTH
CaMMX MEe1aroros,

2. IlpenosaBaTenaM B paMKaxX CBOUX YPOKOB HEOOXOIMMO KaK MOYKHO GOJIBIIE
NPUMCHATH COBPEMEHHBIX HH(QOPMALMOHHBIX TEXHOIOTHI U Cpa3y MPEIOCTEPEraTh
CBOUX CTYJIEHTOB O BO3MOYKHOM UX HETaTUBHOM BJIUSHUU.

3 B BocniuratensHolt paboTe yensaTh BHUMaHUE BOCITUTAHUIO MHPOPMALHOHHOM
KYJIBTYPBI 00yUaromxcs.

4 TlpoBouTs ypokn MeanaoOpa3oBaHus, Ha KOTOPBIX JaBaTh CAMBIE HEOOXOAUMBIE
3HAHUA 110 COO/I0ICHNIO GEe30I1aCHOCTH B HHPOPMAIIIOHHOM MPOCTPAHCTERE.

5 Muorue pekoMenaanmm, KOTopsle yyxe ObUTH JaHbI B pasaene PexoMeHnauum ais
pOAUTEsICH, MOTYT IIPUTOANTHCS U CIICHUATUCTAM, pabOTAOLIMM CO CTYAECHTaMU.
[lamsiTka o Ge3omacHOMy HCI01b30BaHMI0 MHTEpHETA.

[IpoGiema nupopmannoHHoit Ge30macHOCTH 06Pa30BATENBHOIO

YupeskaeHHs IPEBPAILAeTesl BO BIOMHE peatbHyro. KomuuecTso yrpos pacrer ¢
Kaz</1bIM JIHEM, H3MCHACTCS HOPMATUBHO-IIPaBOBast 6a3a, COOTBETCTBEHHO peaiusM
BPEMEHM JIOJKHBI U3MEHSATLCS U

MeTO/Ibl 00ecreueHns HHPOPMAIHOHHOMN Ge30MacHOCTH y4eOHOro mpolecca.

B obpasoBarensHoit opranusanuu naGopMarys, nHGOpMaIMOHHAas
HH(QPACTPYKTYpa - OJIMH U3 IVIaBHBIX KOMIIOHEHTOB y4eGHOro mpouecca. YdeGHble
KaOMHETbI OCHALIEHBI KOMIILIOTEPHOI TEXHUKOM, U & KaueCTBEHHOe GecriepeboiiHoe
(GYHKIMOHUPOBAHHUE CYLIECTBEHHO ONMPE/ENsLeT KAaueCTBO M10J1yYEHHBIX 3HAHHI,
criocoOeTByeT (POpMUPOBAHUIO TIPO(YECCUOHATBHBIX KOMIIETEHIIMH 00YYaoIMXCs.
lloaTomy obecrnieuenne HHGOPMALIMOHHOM Ge30MacHOCTH Y4eGHOr0 MIPOIEcca, B TOM
YHCJIC HEMPEPBIBHOIO (PYHKIIMOHUPOBAHMS KOMITBIOTEPHBIX U HH(GOPMALMOHHBIX
pecypcoB, ABISETCs BechbMa BAXKHOM JUTS €ro KauecTna.

[punsrel MEpBI MO CO3AaHMIO OE30MACHON HHPOPMALIMOHHON CUCTEMB] B KOJIJIEIKE
* OGecrneuena 3aMTa KOMIBIOTEPOB OT BHELIHUX HECAHKI[MOHMPOBAHHBIX
BO3/ICHCTBUH (KOMIIBIOTEPHBIE BUPYCHL, JJOrHYeckue 60MOBI, aTAKKM XaKepoB U T. 11.)
* YCTaHOBIIEH KOHTPOJIb 32 3JIEKTPOHHOM MOUTOM, 00ecreueH mocTosSHHbIA
KOHTPOJIb 3@ BXOJAIIEH U HCXOIALLEH KOPPECIIOHACHLIUECH

* YCTaHOBJIEHBI IAPOJIM Ha [1epcoHaIbHBIe DBM

¢ Mcniosib30BaHbI KOHTEHT-(QUIBTPEI, 1T GHIBTPALIMM CAWTOB IO UX

cojieprkumomy. Kaxxapiit rosns3oBarens npu pabore B IHTepHETE CTAIKUBAETCS

C HEeIKE/IAaTeNIbHBIM KOHTEHTOM. Pedb ujieT He TONBKO 0 Toi uHbopMaLu,

KOTOPYIO MOJIb30BaTE b HE XOTEN NoJy4daTh. HerenaTeIbHBIM KOHTEHTOM
SIBJISIIOTCSI:

— BHUPYCbI, TPOSAHBI U [IPOYNE BPEJOHOCHBIE 00BEKTHI,

— (QuIIKMHT, IIepexBaT rnaposnei;

— CETEeBbIE aTaKH;

-— YTe4Ka Ba&KHOHM MH(OpMaUnH; .



an

— kuOepripecieoBaHue U 3/10yNOTpedICHHE IEPCOHATBHBIMU JaHHBIMH.

Peuiernem Beex 9TuX 1po0JieM SIBISeTCs UCIOIb30BAHUE CHCTEMBI KOHTETHOM
bubTpaimn. [Toxoxeli cHCTeMOi MONB3YIOTCH AHTUBUPYCH U (haePBOILIIbI,
3alULIAIOMHE KOMIIBIOTEP OT BUPYCOB M CeTeBbIX aTak. PUabTpaLus caliToB
OCYILECTBIIAETCA € MOMOLIEIO [i06oro Gpaysepa wmu UuTepHeT-GunsTpa.

OHH KOHTPOJIUPYIOT NOTOK MHTepHeT-TpaduKa yepes onpeneicHue KaTeropuu caiira
[10 €10 COACPIKUMOMY. DTO OCOOEHHO aKTYaIbHO Ul PECYPCOB, KOTOPHIE COIEPIKAT
HHPOPMALMIO PA3HBIX KaTeropuii. JIeno 0caoikKHIeTcst TeM, UTO TEXHOIOIHH He CTOST
Ha mecre. CaiTbl CO3AAI0TCSA ¢ MOMOIIBIO HOBBIX HHCTPYMEHTOB, a 9TO TpehyeT
paspabOTKU HOBBIX TeXHOJIOrUH GuabTpauy Murepuer-tpaduka. Uto xacaercs
POrPaMMHOTO 00eCIIeUeHH s, KOTOPOE MOMOTAeT OCYIIECTBIIATh KOHTEHTHYIO
(GuUIBTPALMIO, TO HX CYIIECTBYET O4eHb MHOT0. OHU NPEICTABIICHBI B BUJIE
KOMIUIEKCHBIX KOHTEHT-(UIIbTPOB U MaJIEHKHX IUIArHHOB 11 MiHTepHET-Opay3epos.
C nOMOUIBIO CTAaHAAPTHOTO KOHTEHT-(QUIBTPA MOIKHO:

—— peryauposars BpeMs npudsiBanus B MHTepHETE;

—— PeryJiMpoBaTh JOCTYIl Ha ONPEACICHHBIE CANTBI;

—— 3aMpeLlarh MoCeIleHUe CAlTOB ¢ ONpeaeTeHHBIM KOHTEHTOM;

— OTKIIIOYHTE 3arpy3Ky (hJiei-pexiamsr;

— OTK/JIIOYKTE BCIUIBIBAIOILNE OKHA;

— 3allpellaTh aBTOMATHYECKHE NIEPEXObl Ha IPYTHe CalThI.



NPUJIOKEHMUE 3.

Pexomenaanuu cTy1eHTam no opraHu3aunu paborsl B HH(OpPMaLHOHHOM
NpPOCTPaHCTBE.

1. Ilepen Hayanom paGoTel HEOOXOAUMO UETKO C(hopMyTHPOBATE LEJIb M BOIIPOC
MOHCKa HHpOPMALIH,

2. XKeunarenbHo BEIPa0OTATh ONTUMANIBHBIN AJTOPUTM [IOMCKA UH(pOPMALIMU B CETH
MHTepHeT, YT0 3HAUMTEILHO COKPATHT BPEMS M CHJIbI, 3aTpayeHHbIE Ha TOMCK.

3. Bapanee yCTaHOBUTH BPEMEHHBIN TUMUT (2-3 yaca) paboTEl B HHPOPMAITHOHHOM
[IPOCTPAHCTBE

4. Bo Bpems paGoThl HEOOXOAMMO Jel1aTh, lepepsIB Ha 5-10 MUHYT ULl CHATUS
(bHU3HUECKOro HANPSKEHHS U 3PUTEIBHON HArpy3KH.

5. HeoOx0anmo 3Hath 3-4 yNpakHEeHUs T CHATUS 3PUTEIIBHOTO HAIIPSIKEHUS U
pusnyeckoit ycranocTu.

6. PaGoTats B XOPOIIO NPOBETPEHHOM [OMEIIEHHH, TP ONTUMATIBHOM OCBEIIEHHH 1
B yJ100HO# 1103€.

7. He crouT nerkoMpIciieHHO 00pallaThes ¢o CraM-IMuchbMamMu U 3aX0IUTh Ha
nebesonacHele BeO caiiTel. Jis UHTEPHET-IIPECTYIIHUKOB BBl CTAHOBUTECE JIEIKOH
J00bIYEH. |

8. Ilpu peructpaimy B COLMATBHBIX CETAX, HE YKA3bIBANHTE CBOK IIEPCOHAJIBLHEIE
JlaHHbIC, HATIDUMED, apec MU JeHb POXK/ICHHUS.

9. He ncmonp3yiite B JIOTHHE WIK MApOJie NEPCOHATBHEIE JaHHEBIE.

10. Bee 970 1103BOISIET MHTEPHET-NIPECTYTHUKAM [10JyUHTh JAHHBIE JOCTYIIA K
aKKayHTaM 3JICKTPOHHOM [10YTHL, a TaKkke HHUImpoBats nomamuue [TK s
BKJIOUCHMS UX B OOT-CETh WM JIVIS TIOXUIIEHUS OAHKOBCKUX JaHHBIX POAUTEIIEI.
11. Cosnatite cobcTBEHHBII MPOQITH Ha KOMIBIOTEPE, YTOOB! 0GE30MACHTD
MH(OPMAIIMIO, XPAHSIIYIOCS Ha HEM.

12. He 3aGbiBaiite, 4yro Qaxthl, 0 KOTOPHIX Bbl y3HaeTe B HTEpHETE, HYXKHO OUEHb
XOpOLLO MPOBEPUTE, SCITH BBIOYIETE UCIIOAB30BaTh UX B CBOEH JoMaluHeil paGore.
Ilenecoobpasno cpaBHUTH TPH HCTOYHHKA HHOOPMALIMH, PEK/IE YEM PELIUTD, KAKUM
MCTOYHHKAM MOYKHO JIOBEPSITS.

I3. O nocroBepHoCTH HH(MOPMALINH, TIOMEIICHHON Ha caliTe MOXKHO CYIUTh 110
caMOMY calTy, y3HaB 00 aBTOpax caiira.

14. Pasmernas uuopmanmio o cebe, CBOMX GIH3KHUX M 3HAKOMBIX Ha CTPaHHUIAX
COLMAIBLHBIX CETEH, CrIPOCHTE NPEABAPUTEILHO Pa3peIleHHe y TeX, 0 KoM OyaeT Ta
MHQOpMaLIUSL,

[5. He cienyer pasmenarh Ha cTpaHHIax BeG-CaifToB cBou doTorpaduu u
dbororpaduu cBoux GIU3KUX M 3HAKOMBIX, 32 KOTOPEIE BaM [IOTOM MOKET ObITh
CTBIHO.

16. Coburoniaiite npapuia 3TUKH pU 001eHNH B VinTepHeTe: rpy6ocTh IIPOBOLIUPYET
APYTHX Ha TaKOe JKe MOBEACHHE.,

I'7. Vicnons3yst B cBOE# paGote MaTepuall, B3STHIH 13 HHOOPMALMOHHOTO HCTOYHMKA
(KHHTA, IepUOANYECKas Neyath, VIHTEpHET), C1e1yeT yKa3aTh STOT HCTOUHUK
MH(POPMALIMK WM CJIE/IaTh HA HETO CCBIIKY, eC/IM MaTepuan Obl1 BaMK repepaboTaH
«Cero/inst peanbHas JKU3Hb, KaK B3POCIIBIX, TAK H [eTell, Bce GOMbIIE YXOIUT B
BHPTYWIbHOE MPOCTPAHCTBO. OIHAKO CIelyeT MOHUMATh, YTO MIHTepHeT — 3T0 He
TOJILKO 3J0POBO, HO U OIACHO.

Hro0bl onbIT B CeTy OBIT He TOIBKO MONE3HBIM, HO ¥ MAKCUMATBHO TTO3UTUBHEIM,
HEOOXOAMMO ClIE/IOBATH BbILLIECKA3aHHBIM PEKOMEHALIHAM.
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